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Abstract—The aim of this review paper is to discuss Cybersecurity threats, defenses, and some of the
security frameworks. Today, the wars between the nations are not on the fields; they are through cyber
wars to breach the confidential information of their enemies and use it when required. “‘Various guidelines
and security frameworks have been created to protect the confidentiality, integrity, andavailability of
Information systems”. Today we face cyber-attacks in every field, whether it’s a space (satellite), the air
(aviation system), under water (submarines) or on the surface. The world is connected, so it is vulnerable.
If you are not connected to any device or network, that means you are safe in today’s world. To mitigate
the cyber threats or cyber-attacks, many security frameworks have been developed. Acybersecurity
framework is a predefined structure that contains the processes, practices, and technologies that
enterprises can use to protect their networks and computer systems from security threats. We discussed
some of the security frameworks like ISO 27001, NIST, MITRE ATT&CK, HIPAA etc. and their use to
counter cyber-attacks.
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I. INTRODUCTION

The term “Cyber Security” is very well known to everyone. If something goes wrong, I mean if any
guidelines are compromised, your valuable data gets hacked or compromised. Zero days’ vulnerabilities
occur on a daily basis. The rise of cyber-attacks has seen a very sharp increase during the pandemic,
because all work started in online mode, but we are not ready for this. As a result, the increase of cyber-
attacks has increased. We see the rise in mobile attacks as the use of mobiles increased during the pandemic
because the average time spend on smartphones increased by 25%. The impact of COVID-19 on cyber
security increases tremendously because the restrictions imposed by government on businesses
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force companies to Work from Home (WFH). The company’s policies have been changed and somehow
compromised, which leads to cyber threat to individuals and organizations.

In its report, Gartner predicts that monetary effect of Cyber Physical Systems (CPS) bringing about
lethal setbacks will reach more than $50 billion by 2023 [1]. By 2025, digital assailants will have
weaponized Operational Technology conditions to effectively mischief or kill people. Reports of cyber-
attacks across India from 2015 to 2020 increased because of compromised security systems. From
introduced informational indexes to phishing attempts, malware to outcast data spills, the year 2020 was
known as the time of information delicacy. In the primary quarter of 2020, uncovered records were pacing
at a development of 273% over a year ago. A client care data set of nearly 280 million client records from
Microsoft was exposed on the dark web for sale [2]. The MGM Resort database exposed over 10.6 million
hotel guests in February, 2020. The E-mail, password, personal meeting URLs and hostkeys of over
500,000 Zoom teleconferencing coordinating records were found on sale on the dark net at the prize of
$.02. Beside this, many other world-renowned companies like BlueLeaks, Cognizant, Twitter,Instagram,
TikTok & YouTube, etc. lost their data. With 3950 confirmed data breaches in 2020 [3], The year 2020
broke all records when it came to the loss of data breaches and cyber-attacks. More than 1.1 million cyber-
attack were reported across India in 2020. This was a significant increase during the COVID-19 pandemic
as compared to the previous year. There were 137.7 million new malware tests in 2020 and we are presently
at 92.45 million new examples in 2021 [4].

The following graph shows the most recent 10 years of expansion in malware that the AV-TEST
Institute enrolled more than 450,000 new malevolent projects (malware) and possibly undesirable
applications (PUA) [5].
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Fig. 1. 10 year increase in malware [6]

WFH culture compromise the security. The impact of cyber threats is so high that, as per CERT-In,
there are 300% increase in cyber threats. The three standards of Information Security - Confidentiality,
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Integrity and Availability — otherwise called CIA triad - were compromised. The reason behind this is a
lack of information regarding cyber security and work pressure.

II. CYBER SECURITY FRAMEWORKS

Security experts, with the help of governments, develop cybersecurity frameworks that provide a
common set of standards and rules for security. These rules are framed to counter cyber threats and secure
organizations and industries. With the help of cybersecurity framework, it becomes easier to understand
the attack pattern of the threat actor. The idea is to stop the attacks before they happen. With the help of
cybersecurity frameworks, organizations can easily define the processes and procedures to access,monitor,
and mitigate cybersecurity threats. To secure all the vulnerabilities, the following cybersecurity
frameworks are used:

A. NIST Cybersecurity framework

The National Institute of Standards and Technology (NIST) was established in response to the
executive order of the then American president, Obama. The framework was established to protect critical
infrastructure from cyber-attacks. The NIST framework supplements and does not supplant associations
hazard boards interaction and network protection program. The first version of NIST cybersecurity
Framework was released on February 12, 2014. By 2015, more than 30% American organizations have
started implementing it. Gartner estimated that it would be adopted by 50% of American organizations by
the year 2020 [7].

The NIST framework is a danger-based approach to overseeing network protection hazard and
composed of 3 parts or components:

i. The Framework Core
ii. Framework Implementation Tiers.
iii. Framework Profiles.

The framework core consists of 4 elements and 5 concurrent and continuous functions:

TABLEI. THE FRAMEWORK CORE

The Framework Core
Elements Functions
Functions Identify
Categories Protect
Sub-Categories Detect
Informative
References Respond
Recover

The structure execution levels portray an association that rehearses over a broad reach from, Partial
(Tier 1) to Adaptive (Tier 4). During the level decision collaboration, an affiliation should consider its
current risk, the executive’s practices, danger environment, legitimate and regulatory necessities,
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business/mission targets, and definitive prerequisites. The NIST Cyber Security framework has 5
Functions, 23 Categories, 108 Sub-Categories and 6 Informative References. Structure Profiles address
the results depending on the business needs that an association has chosen from the system classes and
sub-classifications. Organizations can develop its own profiles. To develop a profile, an organization can
review all the categories and sub-categories based on its own mission and risk assessment.

B. IS0 27001 and ISO 27002

The International Organization for Standardization (ISO) is an association established 1946 and upheld
by 159 nations [8]. ISO is the main giving body for International Standards. The ISO 27001 was distributed
in 2005 under the title “Information Technology-Security Techniques-Information Security Management
Systems-Requirements” [8]. The ISO 27001 and ISO 27002 confirmations are viewed as the global norms
for approving a network safety program inside and across outsiders [9]. ISO 27001 isan International
Standard in Information Security and Management Systems and this assists with guarding purchaser
information in government offices and in the private area [10]. An organization having ISO affirmations
can exhibit to the board, clients and partners that they are cyber security agreeable and have executed
online protection strategies.

The ISO 27001 can be executed in an association, benefit or non-benefit, private or public, little or
huge. There are four fundamental business helps that an organization can accomplish with the execution
of this data security standard:

Achieve marketing advantages.
Comply with legal requirements.
Lower costs.

Better organization.

el

The ISO 27002 standard showed how a security cosmology can be utilized to expand the proficiency
of the consistence actually looking at process [11]. The ISO 27002 standard says that there should be an
information reinforcement methodology set up in the event of information theft. The security of a
customer’s data is important and should be in place.

C. HIPAA

The health Insurance Portability and Accountability Act (HIPAA) is a network safety system that
requires medical services associations to execute controls for getting and securing the protection of
electronic wellbeing data [9]. HIPAA is such a powerful act that it is known as total silence all the time
[12]. Hospital waiting rooms are public places, so you cannot announce the name of a patient aloud. Only
communication by hand signals are allowed. Indeed, even telephone system has been recognized asa
dangerous type of correspondence by HIPAA controllers.

HIPAA regulates US Protected Health Information (PHI) usage and disclosure. HIPAA alludes just to
a sub-arrangements of associations medical care plans and medical care installment frameworks [13].
Collecting and using health care data for research is also controlled by HIPAA. HIPAA comes with 11
rules, and all these 11 rules make sure that policies and procedures are in place for the privacy protection
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of patients. A Patient’s record should be kept safe for six years. Six of the 11 principles of HIPAA have
been delivered for execution [14]:

e Transactions and Code Sets

e Privacy

e Standard Unique Employer Identifier

e Security

e Enforcement

e Standard Unique Healthcare Provider Identifier Rule.

D. MITRE ATT&CK

MITRE is a Corporation that developed the Attack Tactics & Techniques, for Common Knowledge
(ATT&CK) Framework. It was founded in 2013 as government funded cybersecurity research and
development organization based in the United States. ATT&CK is an open system and information based
of enemy strategies and methods dependent on genuine perceptions [15]. This framework helps usto
identify real threats and classify them into various categories. With the help of attack tactics and
techniques, we can identify certain types of attack behaviors. ATT&CK framework uses four use cases:

Threat Intelligence

Detection & Analytics

Adversary Emulation & Read Teaming
Assessments & Engineering

=

ATT&CK is a knowledge base of adversary behaviors. It is like an encyclopedia of different activities
by cyber criminals. The best thing about MITRE ATT&CK is that it is free, open and globally accessible.
It is contributed by the community, based on real-world observations and shares a common language
ATT&CK helps us to understand how an adversary operates and helps detect or stop these behaviors using
analytics, hence preparing the organization from an adversary trying to harm them. It helps the Blue Team
to stop the adversary there and then when they notice the flagged behaviors.

The term “Kill Chain” is a military concept and it is used to describe the structure of an attack. In 2011,
Lockheed Martin computer scientist pioneered the concept of Cyber Kill Chain in Information Security
[16]. The military kill chain model is “F2T2EA”, which is: Find-recognize the objective, Fix- fix the
Objective, Track-screen the objective development, Target-select a suitable weapon, Engage- Apply the
weapon to the objective, Access-Evaluate impacts of the objective.

Using this attack model, Lockheed Martin introduced a new “Intrusion Kill Chain” model to define
computer security network in 2011 [16]. According to Lockheed Martin, a threat must progress through
the seven phases. They are Reconnaissance, Weaponization, Delivery, Exploitation, Installation,
Command & Control, and Actions on Objectives. These 7 phases are mentioned in fig 2.
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Research, identification, and selection of targets

v Reconnaissance
v Weaponization
v Delivery
Exploitation

v Installation
Outside server communicates with the weapons

Command & Control providing “hands on keyboard access” inside the
target’s network.

The attacker works to achieve the objective of the
Actions on Objective intrusion, which can include exfiltration or
destruction of data, or intrusion of another target

Fig. 2. 7 Phases of Intrusion Kill Chain [16]

Pairing remote access malware with exploit into a
deliverable payload (e.g. Adobe PDF and Microsoft
Office files)

Transmission of weapon to target (e.g. via email
attachments, websites, or USB drives)

Once delivered, the weapon's code is triggered,
exploiting vulnerable applications or systems

The weapon installs a backdoor on a target’s system
allowing persistent access

VWV

There are two fundamental differentiations between MITRE ATT&CK and Cyber Kill Chain:

The MITRE ATT&CK structure digs further into how each stage is directed by ATT&CK
strategies and sub-procedures. The framework is regularly to keep track the assault plans.

The Cyber Kill Chain doesn’t factor in the different strategies and procedures. The Cyber Kill
Chain structure expect that an enemy will pass on a payload, for instance, malware to the objective
environment.

The MITRE ATT&CK as on date, has three iterations:

ATT&CK for Enterprise: It centers around antagonistic conduct in Windows, Mac, Linux, and
Cloud environments.

ATT&CK for Mobiles: It centers around antagonistic conduct on iOS and Android working
framework.

Pre-ATT&CK: It centers around “pre-taking advantage of” ill-disposed conduct. Pre-ATT&CK
is incorporated as a component of the ATT&CK for Enterprise matrix.

The MITRE ATT&CK framework is comprise of Tactics, Techniques and Procedures (TTPs). The highest
level of organization in ATT&CK is Tactics [17]. Most attackers gain access through a sequenceof attack
Tactics starting from Initial Access, Execution, Persistence, Privilege Escalation, Defense Evasion,
Credential Access, Discovery, Lateral Movement, Collection, Exfiltration, Command andControl, Impact
[17]. Tactics portray what the assailant is attempting to do at some random period of assault, not how they
are explicitly going with regards to it.

The conduct model introduced by ATT&CK contains the accompanying two core components:

1.

Tactics: Signifying present moment, strategic enemy objectives during an attack.

2. Techniques: Depicting the means by which enemies achieve strategic goals.
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Fig. 3 MITRE ATT&CK Tactics [18]

The ATT&CK matrix captures relationships between tactics, techniques, and sub-techniques. ATT&CK
is a collection of series and focuses on a specific technology domain or platform and the advisories
associated with it. The fig.3 displays the most popular matrix in the Enterprise technology domain. The
enterprise domain operates on various operating Systems and specific applications like Windows, Linux,
Mac OS, Cloud and Networks. Adversaries target many different technology domains, not just enterprise.
In mobile ATT&CK, such as IOS and Android, as well as ATT&CK for Industrial Control Systems.
ATT&CK matrices are unique, but often overlap in many ways.

III. LITERATURE REVIEW

We elaborate some of the popular cyber security frameworks and goes through it viz. its types,
functions, characteristics, etc.

In his paper titled “Real Time Multi-Stage Attack Detection”, Yuvraj Sanjayrao Takey et. al. uses
MITRE ATT&CK framework and Machine Learning (ML) for early detection of multi-stage attack in real
time [19]. Cert-In labelled dataset is used in their research to train the model. Because selection of ML
algorithms is manual and it consumes much time.

Anna Georiadou et. al. developed a Cyber Security Culture Framework using MITRE ATT&CK
framework. The author combines organizational and Individual factors to form the Culture framework in
a scientific approach [20]. By exploiting ATT&CK database this framework classifies and analyzing the
possible security gaps. In this study, the author developed a tool to access the MITER ATT&CK
implementation for enterprise and ICS threat lists. To deal with the thoughts and behaviors of others, this
cultural framework is aimed at both organizations and individuals.
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Seungoh Choi et. al. used MITRE ATT&CK to automate the generation of various attack sequences
and present application methods through case studies [21]. Industrial Control System (ICS) dataset used
in attack sequence to automatically control attack sequences. Hidden Markov Model (HMM) parameters
are used for case analysis and its ATT&CK is used to create a realistic attack sequence for the control
system. The proposed method cannot be modeled accurately and the model requires manual intervention,
which leads to a lack of accuracy and is time consuming.

Legoy et. al. uses the MITRE ATT&CK system to automatically catch the Tactics, Techniques and
Procedures (TTPs) utilized by danger actors [22]. To support the community, the author has developed a
tool called re ATT that produces automated analysis reports. It uses a multilevel classification technique
to automate the extraction of Cyber Threat Intelligence (CTI) information (TTP) from textual
cybersecurity reports. This device computerizes intelligible information and concentrate ATT&CK
strategies and procedures.

Elitzur et. al. use Cyber Threat Intelligence (CTI) to make hypothesis about attacks. The proposed
algorithm provides an Attack Hypothesis Generator (AHG). It consists of unmonitored attack patterns and
the tools used by threat actors. AHG proposes new way to reconstruct attack pattern and protect your
network. The author used the MITRE ATT&CK framework to improve the accuracy of AHG. The
machine learning approach is used to train the model with this large amount of data needed to make a
hypothesis.

IV. CONCLUSION AND FUTURE PRESPECTIVE

While reviewing the different papers, we understand that the MITRE ATT&CK system is utilized to create
mechanized digital threat reports, prepare hypothesis to know the threat actor’s behavior and the steps of
attack, predict the attack sequence, etc. The authors use a machine learning approach for supervised and
unsupervised link prediction to train dataset. Takey et. al. used labelled data provided by Cert-In to detect
an attack early before it happens, but using machine learning algorithms, the process is slow and time-
consuming. Legoy et. al. developed a tool named re ATT to generate automated threat reports with the
help of MITRE ATT&CK framework.

Machine learning algorithms usually take a long time to learn about large threats and datasets. With the
MITRE ATT&CK framework and deep learning models, cyber-attacks can be thwarted in real time. From
an efficiency standpoint, it is possible to compare and analyze datasets and the ATT&CK framework.
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